
AWS
ATTACK DETECT DEFEND

WORKSHOP

If you plan to participate in the workshop please:

1. Grab a number card from the front 

2. Join Workshop Slack @ Workshop-slack.CheckSomeBytes.com

Venue WIFI: 

 SSID:

 Password:
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GET-CALLER-IDENTITY
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BSides Boulder Organizer

SANS Instructor for FOR578

Principal Cyber Threat Intelligence 

Consultant



OVERVIEW/SCOPE



INTENDED AUDIENCE

• Security Folks Interested In Cloud

• Cloud Security Architects 

• Beginner/Intermediate Cloud Security Practitioners 



SCOPE

• Attack mechanisms for the AWS 
control plane

• Hunting/Monitoring Strategies

• High Level Defensive 
Configurations 

• In Depth Web App Attacks

• Log Searching /Parsing/Ingestion

• Complete Defensive Solutions

This workshop will NOT cover This workshop will NOT cover



SCOPE

• Persistence mechanisms for the 
cloud control plane

• Hunting/monitoring strategies 
for this behavior

This talk WILL cover

• Host Based Persistence 

Mechanisms

• Defensive Cloud Configurations 

• Log Parsing / Ingestion

This talk will NOT cover
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JOINING SLACK

Step 1. Click “+Add Channels”

Step 2. Click “Browse Channels”

Step 3. Join only the workshop 

channel associated with your 

number

Step 4. Your Slack should have two 

channels:

1. ask-the-instructor

2. rmisc-workshop-XX) 

Step 5. Set notifications for 

those channels to “All new 

messages”

Workshop-slack.CheckSomeBytes.com



RMISC-Workshop-01

RMISC-Workshop-02

RMISC-Workshop-03

ask-the-instructor

GAINING LAB ACCESS

Workshop-slack.CheckSomeBytes.com



LAB! 
LAB SETUP

rmisc-lab-setup.checksomebytes.com
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COMMON METHODS OF INITIAL ACCESS

Leaked Credentials

Session Hijacking

Instance Breach

Session Hijacking

Leaked Credentials



CATTLEPETS

INSTANCE METADATA SERVICE



INSTANCE METADATA SERVICE

PETS CATTLE

Cloud based instances

Autoscaling 

Configuration as code 

On-Prem Physical Machines

Sysadmins individually config

Long uptime 



INSTANCE METADATA SERVICE

AWS Hypervisor



INSTANCE METADATA SERVICE



INSTANCE METADATA SERVICE

Who am I? 

Where am I? 

What is my purpose?



INSTANCE METADATA SERVICE

AWS Hypervisor

Hostname: webserver01

Public IP: 1.1.1.1

Private IP: 10.0.0.1

Security Group: prod-web

Instance id: i-01ad53d9a91a80

AMI id: ami-077062c5cfb91a89e



INSTANCE METADATA SERVICE

curl 169.254.169.254

AWS Hypervisor



INSTANCE METADATA SERVICE

169.254.169.254



INSTANCE METADATA SERVICE

169.254.169.254/latest



INSTANCE METADATA SERVICE

169.254.169.254/latest/meta-data



INSTANCE METADATA SERVICE

AWS Resources cannot access other resources without proper permissions

A instance profile/role must be associated to EC2 instance for it to access 

other services such as S3 or RDB



INSTANCE METADATA SERVICE

169.254.169.254/latest/meta-data/iam/security-credentials

169.254.169.254/latest/meta-data/iam/security-credentials/temp-cloud-attacker-role

Return Instance Profile/Role Name

Return Instance Profile/Role Credentials



Public-Facing

Vulnerable

Server

IMDS SERVER SIDE REQUEST FORGERY

Internal Network

Forged Request to 

Internal Resources



Public-Facing

Vulnerable

EC2 Instance

IMDS SERVER SIDE REQUEST FORGERY

Forged Request to 

IMDS
AWS

Hypervisor



LAB! 
INITIAL ACCESS

rmisc-lab-initial-setup.checksomebytes.com



Public-Facing

Vulnerable

EC2 Instance

AWS

Hypervisor

DETECT: INITIAL ACCESS 

Access Logs OR Network Traffic



DETECT: INITIAL ACCESS 



DISCOVERY



AWS ACCESS



AWS CLI

aws  <service>  <action>  <options>

aws  iam  list-users

aws  ec2  stop-instances  -–instance-ids  i-1234567890abcdef0 



AWS CLI



AWS CLI



AWS CLI
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AWS API PERMISSIONS

User1

Policy1

Policy2

Policy3

User2

Policy2

Policy4

Policy5



AWS API PERMISSIONS

User1 User2

Policy1

Policy2

Group1



AWS API PERMISSIONS

Who can assume this role?

- User1 

- User3

User1

Role

Policy1 Policy2

User2

User3



LAB! 
DISCOVERY

rmisc-lab-discovery.checksomebytes.com



DETECT: DISCOVERY

userIdentity.sessionContext.ec2RoleDelivery

If this field exists in a Cloudtrail log, it indicates that the API call was made from an instance profile



DETECT: DISCOVERY



PERSISTENCE &
PRIVILEGE ESCALATION



1. Create new attacker-
controlled identities

2. Design backdoor into 
existing identities 

PERSISTENCE & PRIVILEGE ESCALATION



PERSISTENCE & PRIVILEGE ESCALATION

DistrictUser

DistrictRole



PERSISTENCE & PRIVILEGE ESCALATION

DistrictUser

DistrictRole

HackerMan

DistrictRole

DistrictRole



PERSISTENCE & PRIVILEGE ESCALATION

3rd Party Vendors

Organization

Prod DevSec/AuditMgmt

Multi Account Environments
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DETECT: PERSISTENCE & PRIV ESC



DETECT: PERSISTENCE & PRIV ESC



LAB! 
PERSISTENCE/ PRIVILEGE ESCALATION



DETECT: PERSISTENCE & PRIV ESC



IMPACT



•Data Theft 

•Ransom Data 

•Pivot Into Internal Network 

• Infrastructure/Data Destruction 

CLOUD BREACH END GOALS



DATA THEFT

Share Existing

Instance Image

EC2 RDS S3 

Take Screenshot of 

Running Instance

Open Network Egress

Duplicate Contents to 

External Bucket

Download Objects



RANSOM S3 DATA 

Attacker Environment Victim Environment

1.  Attacker Gains Access to S3 Bucket
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RANSOM S3 DATA 

Attacker Environment Victim Environment

1.  Attacker Gains Access to S3 Bucket

2. Create Encryption Key

3. Copy Files Into Same Bucket, Encrypt w/ Key



PIVOT INTO INTERNAL NETWORK 

Send Public SSH Instance 

- Requires SendSSHPublicKey permission

- Key exists on instance for 60 seconds

- Used for ‘EC2 Instance Connect’ functionality

• Modify Network Controls



PIVOT INTO INTERNAL NETWORK 

Send Public SSH Instance 

- Requires SendSSHPublicKey permission

- Key exists on instance for 60 seconds

- Used for ‘EC2 Instance Connect’ functionality



PIVOT INTO INTERNAL NETWORK 

Send Commands to Ec2 Instance Using SSM

- SendCommand is used for Fleet management

- Works on single or multiple hosts



INFRASTRUCTURE/DATA DESTRUCTION 

• Instances, S3 Buckets, Databases

• Occurs nearly instantaneously 

• Little room for recovery outside of 

backups

• Best practice suggests having backups of 

critical data in other regions and cloud 

providers



LAB! 
IMPACT



DEFENSE/PREVENTION



WORKSHOP ATTACK PATHS

Initial 

Access
1

Persistence Impact

Revert Policy Version

Create Access Keys

2

3 Privilege Escalation

4

Send Command

To EC2 Instance
Access S3

Objects



INSTANCE METADATA SERVICE



INSTANCE METADATA SERVICE (VERSION 1) 

AWS

Hypervisor

GET

Metadata



INSTANCE METADATA SERVICE (VERSION 2)

AWS

Hypervisor

POST

AWS

Hypervisor

GET (Include Token)

Token

Metadata

1

2



INSTANCE METADATA SERVICE (VERSION 2)



INSTANCE METADATA SERVICE OPTIONS

Set Instance Metadata Options to “Required”

1 2



WORKSHOP ATTACK PATHS

Initial 

Access
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POLICY BLAST RADIUS

• Limit highly privileged policies to only those who need it.

• Restrict permission scope to include resources you intend to impact



POLICY BLAST RADIUS

• Review the permissions/policies assigned 

in your environment

• Use native or 3rd party tooling to help 

limit policy scope



WORKSHOP ATTACK PATHS

Initial 

Access
1
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Revert Policy Version
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POLICY VERSION CLEANUP

Trigger

Code



ListPolicyVersions

If Version != Default:

 DeletePolicyVersion

POLICY VERSION CLEANUP

CreatePolicyVersion

Trigger



Questions?
Blog CheckSomeBytes.com

Email Ryan@CheckSomeBytes.com

LinkedIn LinkedIn.CheckSomeBytes.com



Thank you! 
Blog CheckSomeBytes.com

Email Ryan@CheckSomeBytes.com

LinkedIn LinkedIn.CheckSomeBytes.com
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